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Internet Relay Chat Protocol
Status of This Meno

This meno defines an Experinental Protocol for the Internet
community. Discussion and suggestions for inprovenent are requested.
Pl ease refer to the current edition of the "I AB Oficial Protoco

St andards" for the standardi zation state and status of this protocol.
Distribution of this nenp is unlinited.

Abst r act

The I RC protocol was devel oped over the last 4 years since it was
first inplemented as a nmeans for users on a BBS to chat anobngst
thensel ves. Now it supports a world-w de network of servers and
clients, and is stringing to cope with growh. Over the past 2 years,
t he average nunber of users connected to the main | RC network has
grown by a factor of 10.

The I RC protocol is a text-based protocol, with the sinplest client
bei ng any socket program capabl e of connecting to the server.
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1. 1 NTRODUCTI ON

The IRC (Internet Relay Chat) protocol has been designed over a
nunber of years for use with text based conferencing. This docunent
describes the current | RC protocol

The | RC protocol has been devel oped on systens using the TCP/IP
networ k protocol, although there is no requirenent that this renmain
the only sphere in which it operates.

IRCitself is a teleconferencing system which (through the use of
the client-server nodel) is well-suited to running on nmany nachi nes
in a distributed fashion. A typical setup involves a single process
(the server) forming a central point for clients (or other servers)
to connect to, performing the required nmessage delivery/multiplexing
and ot her functions.

1.1 Servers

The server forns the backbone of I RC, providing a point to which
clients may connect to to talk to each other, and a point for other
servers to connect to, formng an | RC network. The only network
configuration allowed for IRC servers is that of a spanning tree [see
Fig. 1] where each server acts as a central node for the rest of the
net it sees.

[ Server 15 ] [ Server 13 ] [ Server 14]
/ \ /

/ \ /
[ Server 11 ] ------ [ Server 1] [ Server 12]
/ \ /
/ \ /
[ Server 2] [ Server 3]
/ \ \
/ \ \
[ Server 4] [ Server 5] [ Server 6 ]
/ | \ /
/ | \ /
/ | \_ /
/ | \ /

[ Server 7] [ Server 8 ] [ Server 9 ] [ Server 10 ]
[ eic.]

[ Fig. 1. Format of IRC server network ]
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1.2 Cients

A client is anything connecting to a server that is not another
server. FEach client is distinguished fromother clients by a unique
ni cknanme having a maxi nrum |l ength of nine (9) characters. See the
protocol grammar rules for what nmay and nay not be used in a

ni ckname. In addition to the nicknane, all servers nust have the
following information about all clients: the real name of the host
that the client is running on, the usernanme of the client on that
host, and the server to which the client is connected.

1.2.1 Operators

To all ow a reasonabl e anount of order to be kept within the IRC
network, a special class of clients (operators) is allowed to perform
general rmai ntenance functions on the network. Although the powers
granted to an operator can be considered as ’'dangerous’, they are
nonet hel ess required. Operators should be able to perform basic
networ k tasks such as disconnecting and reconnecting servers as
needed to prevent long-termuse of bad network routing. In
recognition of this need, the protocol discussed herein provides for
operators only to be able to perform such functions. See sections
4.1.7 (SQUIT) and 4.3.5 ( CONNECT).

A nore controversial power of operators is the ability to renove a
user from the connected network by 'force', i.e. operators are able
to close the connection between any client and server. The
justification for this is delicate since its abuse is both
destructive and annoying. For further details on this type of

action, see section 4.6.1 (KILL).

1.3 Channel s

A channel is a named group of one or nore clients which will all
recei ve nmessages addressed to that channel. The channel is created
inmplicitly when the first client joins it, and the channel ceases to
exi st when the last client leaves it. Wiile channel exists, any
client can reference the channel using the nane of the channel

Channel s names are strings (beginning with a & or '# character) of
Il ength up to 200 characters. Apart fromthe the requirenent that the
first character being either '& or "# ; the only restriction on a
channel nanme is that it may not contain any spaces (' '), a control G
("G or ASCIl 7), or a comma (',' which is used as a list item
separator by the protocol).

There are two types of channels allowed by this protocol. One is a
di stributed channel which is known to all the servers that are
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connected to the network. These channels are marked by the first
character being a only clients on the server where it exists may join
it. These are distinguished by a leading '& character. On top of
these two types, there are the various channel nodes available to
alter the characteristics of individual channels. See section 4.2.3
(MODE conmand) for nore details on this

To create a new channel or becone part of an existing channel, a user

is required to JON the channel. |[If the channel doesn’t exist prior
to joining, the channel is created and the creating user becones a
channel operator. |[|f the channel already exists, whether or not your

request to JO N that channel is honoured depends on the current nodes
of the channel. For example, if the channel is invite-only, (+i),
then you may only join if invited. As part of the protocol, a user
may be a part of several channels at once, but a linmt of ten (10)
channel s is recormended as being anple for both experienced and

novi ce users. See section 8.13 for nore information on this.

If the | RC network becones disjoint because of a split between two
servers, the channel on each side is only conposed of those clients
whi ch are connected to servers on the respective sides of the split,
possi bly ceasing to exist on one side of the split. Wen the split

i s healed, the connecting servers announce to each other who they
think is in each channel and the node of that channel. |If the
channel exists on both sides, the JONs and MODEs are interpreted in
an inclusive manner so that both sides of the new connection will
agree about which clients are in the channel and what nobdes the
channel has.

1. 3.1 Channel Qperators

The channel operator (also referred to as a "chop" or "chanop") on a
gi ven channel is considered to 'own’ that channel. |In recognition of
this status, channel operators are endowed with certain powers which
enable themto keep control and sone sort of sanity in their channel
As an owner of a channel, a channel operator is not required to have
reasons for their actions, although if their actions are generally
antisocial or otherw se abusive, it mght be reasonable to ask an | RC
operator to intervene, or for the usersjust |eave and go el sewhere
and formtheir own channel

The conmands which nay only be used by channel operators are:

Kl CK - Eject a client fromthe channe

MODE - Change the channel’s node

INVITE - Invite a client to an invite-only channel (node +i)
TOPIC - Change the channel topic in a node +t channe
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2.

A channel operator is identified by the '@ synbol next to their
ni ckname whenever it is associated with a channel (ie replies to the
NAMES, WHO and WHO S conmands) .

The I RC Specification

2.1 Overview

The protocol as described herein is for use both with server to
server and client to server connections. There are, however, nore
restrictions on client connections (which are considered to be
untrustwort hy) than on server connections.

2.2 Character codes

No specific character set is specified. The protocol is based on a a
set of codes which are conposed of eight (8) bits, naking up an
octet. Each nessage may be conposed of any nunber of these octets;
however, sone octet values are used for control codes which act as
message delimters.

Regardl ess of being an 8-bit protocol, the delimters and keywords
are such that protocol is nostly usable fromUSASCI| term nal and a
tel net connecti on.

Because of | RC s scandanavian origin, the characters {}| are
considered to be the | ower case equivalents of the characters []\,
respectively. This is a critical issue when determ ning the
equi val ence of two ni cknanes.

2.3 Messages

Servers and clients send eachot her nessages which may or may not
generate a reply. |If the nmessage contains a valid command, as
described in later sections, the client should expect a reply as
specified but it is not advised to wait forever for the reply; client
to server and server to server conmunication is essentially
asynchronous in nature.

Each | RC nessage may consist of up to three main parts: the prefix
(optional), the command, and the command paraneters (of which there
may be up to 15). The prefix, command, and all paraneters are
separated by one (or nore) ASCI| space character(s) (0x20).

The presence of a prefix is indicated with a single |eading ASC
colon character (’':’, 0x3b), which nust be the first character of the
message itself. There nust be no gap (whitespace) between the col on
and the prefix. The prefix is used by servers to indicate the true
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origin of the nessage. |If the prefix is mssing fromthe nessage, it
is assuned to have originated fromthe connection fromwhich it was
received. dients should not use prefix when sending a nmessage from
thenselves; if they use a prefix, the only valid prefix is the

regi stered ni cknane associated with the client. |If the source
identified by the prefix cannot be found fromthe server’s interna
dat abase, or if the source is registered froma different |link than
fromwhi ch the nessage arrived, the server nust ignore the nessage
silently.

The conmand mnust either be a valid IRC command or a three (3) digit
nunber represented in ASCI| text.

| RC nessages are always lines of characters termnated with a CR-LF
(Carriage Return - Line Feed) pair, and these nessages shall not
exceed 512 characters in length, counting all characters including
the trailing CR-LF. Thus, there are 510 characters maxi nrum al | owed
for the coomand and its paraneters. There is no provision for
continuation nessage lines. See section 7 for nore details about
current inplenentations.

2.3.1 Message format in ' pseudo’ BNF

The protocol nessages nust be extracted fromthe contiguous stream of
octets. The current solution is to designate two characters, CR and
LF, as nessage separators. Enpty nmessages are silently ignored
which pernmits use of the sequence CRLF between nessages

wi t hout extra probl ens.

The extracted nessage is parsed into the conponents <prefix>,
<comand> and |ist of paraneters natched either by <m ddl e> or
<trailing> conponents.

The BNF representation for this is:

<nessage> = [":" <prefix> <SPACE> ] <comand> <parans> <crlf>
<prefix> = <servernanme> | <nick> [ '!' <user>] [ '@ <host> ]
<conmand> = <letter> { <letter>} | <nunmber> <nunber> <nunber>
<SPACE> =" T

<par ans> = <SPACE> [ ':’ <trailing> | <m ddle> <parans> ]

<m ddl e> = <Any *non-enpty* sequence of octets not including SPACE

<trailing> ::

<crlf>

or NUL or CR or LF, the first of which may not be ':’>
<Any, possibly *enpty*, sequence of octets not including
NUL or CR or LF>

CR LF
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NOTES:

1) <SPACE> is consists only of SPACE character(s) (0x20).
Specially notice that TABULATION, and all other control
characters are consi dered NON-WH TE- SPACE

2) After extracting the paraneter list, all paraneters are equal
whet her matched by <middle> or <trailing> <Trailing>is just
a syntactic trick to allow SPACE wi thin paraneter

3) The fact that CR and LF cannot appear in paraneter strings is
just artifact of the nessage framing. This m ght change | ater

4) The NUL character is not special in nmessage fram ng, and
basically could end up inside a paraneter, but as it would
cause extra conplexities in normal C string handling. Therefore
NUL is not allowed w thin nessages.

5) The | ast paraneter nay be an enpty string.

6) Use of the extended prefix (['!’ <user>] ['@ <host> ]) nust
not be used in server to server conmunications and is only
i ntended for server to client messages in order to provide
clients with nore useful infornmation about who a nessage is
fromw thout the need for additional queries.

Most protocol messages specify additional semantics and syntax for
the extracted paranmeter strings dictated by their position in the
list. For exanple, many server commands will assunme that the first
paraneter after the command is the list of targets, which can be
described with:

<t arget> =<to>[ "," <target> ]

<t o> = <channel > | <user> '@ <servernanme> | <nick> | <mask>
<channel > = (# | "&) <chstring>

<servername> ::= <host>

<host > ::= see RFC 952 [DNS: 4] for details on allowed hostnanes
<ni ck> = <letter> { <letter> | <nunber> | <special>}

<mask> =("# | '$) <chstring>

<chstring> <any 8bit code except SPACE, BELL, NUL, CR LF and

comma (',")>

Ot her parameter syntaxes are:

<user > = <nonwhite> { <nonwhite> }

<letter> ='a ... 'z | A ... "Z

<nunber > ='0 ... "9

<speci al > = U v e ey
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<nonwhi t e> .= <any 8bit code except SPACE (0x20), NUL (0x0), CR
(0xd), and LF (0Oxa)>

2.4 Nuneric replies

Most of the nessages sent to the server generate a reply of sone
sort. The nost common reply is the nuneric reply, used for both
errors and nornmal replies. The nuneric reply nust be sent as one
nmessage consi sting of the sender prefix, the three digit nuneric, and
the target of the reply. A nuneric reply is not allowed to originate
froma client; any such nessages received by a server are silently
dropped. In all other respects, a nuneric reply is just |like a nornal
message, except that the keyword is nade up of 3 nuneric digits
rather than a string of letters. Alist of different replies is
supplied in section 6.

3. I RC Concepts.
This section is devoted to describing the actual concepts behind the

organi zation of the IRC protocol and how the current
i mpl ement ations deliver different classes of nessages.

1--\
A D---4
2--/ \ /
B----C
/ \
3 E
Servers: A B, C D E Cients: 1, 2, 3, 4

[ Fig. 2. Sanple small | RC network ]
3.1 One-to-one conmuni cation

Communi cati on on a one-to-one basis is usually only perfornmed by
clients, since nost server-server traffic is not a result of servers
talking only to each other. To provide a secure neans for clients to
talk to each other, it is required that all servers be able to send a
message in exactly one direction along the spanning tree in order to
reach any client. The path of a nessage being delivered is the
shortest path between any two points on the spanning tree.

The followi ng exanples all refer to Figure 2 above.
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Exanpl e 1:
A nessage between clients 1 and 2 is only seen by server A which
sends it straight to client 2.

Exanpl e 2:
A nessage between clients 1 and 3 is seen by servers A & B, and
client 3. No other clients or servers are allowed see the nessage.

Exanpl e 3:
A message between clients 2 and 4 is seen by servers A, B, C&D
and client 4 only.

3.2 One-to-nmany

The main goal of IRCis to provide a forum which allows easy and
efficient conferencing (one to many conversations). |IRC offers
several neans to achieve this, each serving its own purpose

3.2.1 To a |list

The | east efficient style of one-to-many conversation is through
clients talking to a "list’ of users. Howthis is done is al nost
self explanatory: the client gives a list of destinations to which
the message is to be delivered and the server breaks it up and

di spatches a separate copy of the nessage to each given destination
This isn't as efficient as using a group since the destination |ist
i s broken up and the dispatch sent without checking to make sure
duplicates aren’t sent down each path.

3.2.2 To a group (channel)

In IRC the channel has a role equivalent to that of the multicast
group; their existence is dynanic (coming and going as people join
and | eave channels) and the actual conversation carried out on a
channel is only sent to servers which are supporting users on a given

channel. If there are nultiple users on a server in the sane
channel, the nessage text is sent only once to that server and then
sent to each client on the channel. This action is then repeated for

each client-server conbination until the original nessage has fanned
out and reached each nenber of the channel

The following exanples all refer to Figure 2.
Exanpl e 4:

Any channel with 1 client init. Messages to the channel go to the
server and then nowhere el se.
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Exanpl e 5:
2 clients in a channel. Al nmessages traverse a path as if they
were private nessages between the two clients outside a channel

Exanpl e 6:
Cients 1, 2 and 3 in a channel. Al nessages to the channel are
sent to all clients and only those servers which nust be traversed
by the nessage if it were a private nessage to a single client. |If

client 1 sends a nessage, it goes back to client 2 and then via
server Bto client 3.

3.2.3 To a host/server nmsk

To provide | RC operators with sone nechanismto send nessages to a
| arge body of related users, host and server mask nessages are

provi ded. These nessages are sent to users whose host or server
information match that of the nmask. The nessages are only sent to
| ocations where users are, in a fashion sinmlar to that of channels.

3.3 One-to-al

The one-to-all type of nessage is better described as a broadcast
message, sent to all clients or servers or both. On a |large network
of users and servers, a single nessage can result in a lot of traffic
bei ng sent over the network in an effort to reach all of the desired
desti nati ons.

For some nessages, there is no option but to broadcast it to al
servers so that the state information held by each server is
reasonabl y consi stent between servers.

3.3.1 dient-to-Cient

There is no class of nessage which, froma single nessage, results in
a message being sent to every other client.

3.3.2 dient-to-Server
Most of the commands which result in a change of state information
(such as channel nenbership, channel node, user status, etc) nust be
sent to all servers by default, and this distribution may not be
changed by the client.

3.3.3 Server-to-Server.
Whi | e nbst nessages between servers are distributed to all ’other’

servers, this is only required for any nessage that affects either a
user, channel or server. Since these are the basic itens found in
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IRC, nearly all nessages originating froma server are broadcast to
al |l other connected servers.

4. Message details

On the foll owing pages are descriptions of each nessage recogni zed by
the |RC server and client. Al conmmands described in this section
nmust be inplemented by any server for this protocol

Where the reply ERR NOSUCHSERVER is listed, it means that the
<server> paraneter could not be found. The server nust not send any
other replies after this for that conmand

The server to which a client is connected is required to parse the
conpl ete nessage, returning any appropriate errors. |If the server
encounters a fatal error while parsing a nessage, an error nust be
sent back to the client and the parsing term nated. A fatal error
may be considered to be incorrect conmand, a destination which is

ot herwi se unknown to the server (server, nick or channel nanes fit
this category), not enough paranmeters or incorrect privileges.

If a full set of paraneters is presented, then each nust be checked
for validity and appropriate responses sent back to the client. In
the case of nessages which use paraneter lists using the conma as an
item separator, a reply nust be sent for each item

In the exanpl es bel ow, sone nessages appear using the full format:
: Name COVMAND paraneter |ist

Such exanpl es represent a nessage from"Nane" in transit between
servers, where it is essential to include the name of the origina
sender of the nessage so renpbte servers may send back a reply al ong
the correct path.

4.1 Connection Registration

The conmands described here are used to register a connection with an
| RC server as either a user or a server as well as correctly
di sconnect .

A "PASS" command is not required for either client or server
connection to be registered, but it nust precede the server nessage
or the latter of the N CK/USER conbination. It is strongly
reconmended that all server connections have a password in order to
gi ve sone |l evel of security to the actual connections. The
recommended order for a client to register is as foll ows:
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1. Pass nessage
2. Nick nessage
3. User nessage

4.1.1 Password nmessage

Conmand: PASS
Par anet ers: <password>

The PASS conmand is used to set a ’connection password . The
password can and nust be set before any attenpt to register the
connection is made. Currently this requires that clients send a PASS
command before sending the N CK/USER conbi nati on and servers *nust*
send a PASS command before any SERVER command. The password supplied
must match the one contained in the G N lines (for servers) or

lines (for clients). It is possible to send multiple PASS comuands
before registering but only the last one sent is used for
verification and it may not be changed once regi stered. Nunmeric

Repli es:

ERR _NEEDMOREPARAMS ERR_ALREADYREG STRED
Exanpl e:
PASS secr et passwor dhere
4.1.2 Nick nessage

Command: NI CK
Par anet ers: <ni ckname> [ <hopcount > ]

NI CK nessage is used to give user a nicknane or change the previous
one. The <hopcount> paraneter is only used by servers to indicate
how far away a nick is fromits home server. A local connection has
a hopcount of 0. |If supplied by a client, it nust be ignored.

If a NICK nessage arrives at a server which already knows about an

i dentical nicknane for another client, a nicknanme collision occurs.
As a result of a nicknane collision, all instances of the nicknane
are renoved fromthe server’s database, and a KILL command is issued
to renove the nicknane fromall other server’s database. If the N CK
message causing the collision was a ni cknane change, then the
original (old) nick nust be renpved as well.

If the server recieves an identical NICK froma client which is

directly connected, it may issue an ERR NI CKCOLLISION to the |oca
client, drop the NI CK command, and not generate any kills.
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Nuneric Repli es:

ERR_NONI CKNAMEG VEN ERR_ERRONEUSNI CKNAME
ERR_NI CKNAMEI NUSE ERR_NI CKCOLLI SI ON
Exanpl e:
Nl CK W z ; Introduci ng new nick "Wz".
"WZ N CK Kilroy ; WZ changed his nickname to Kilroy.

4.1.3 User nessage

Command: USER
Par anet ers: <user nane> <host nane> <server name> <real nane>

The USER nessage is used at the begi nning of connection to specify

t he usernane, hostnane, servernane and real nane of s new user. It is
al so used in communi cati on between servers to indicate new user
arriving on IRC, since only after both USER and N CK have been
received froma client does a user becone registered.

Bet ween servers USER nust to be prefixed with client’s N CKnane.
Not e that hostnane and servernane are nornmally ignored by the IRC
server when the USER conmand cones froma directly connected client
(for security reasons), but they are used in server to server

comrmuni cation. This nmeans that a NI CK nust al ways be sent to a
renote server when a new user is being introduced to the rest of the
networ k before the acconpanying USER i s sent.

It nust be noted that real name paraneter nust be the | ast paraneter,
because it may contain space characters and nust be prefixed with a
colon (':’) to make sure this is recognised as such
Since it is easy for a client to lie about its username by relying
solely on the USER nessage, the use of an "ldentity Server" is
reconmended. |f the host which a user connects fromhas such a
server enabled the usernanme is set to that as in the reply fromthe
"ldentity Server".
Nurmeri c Replies:

ERR_NEEDMOREPARANMS ERR_ALREADYREG STRED

Exanpl es:

USER guest tol noon tol sun : Ronni e Reagan
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; User registering thenselves with a
usernane of "guest" and real nane
"Ronni e Reagan".

:testni ck USER guest tol nobon tol sun : Ronni e Reagan
; nmessage between servers with the
ni cknanme for which the USER comand
bel ongs to

4.1.4 Server nmessage

Command: SERVER
Par anet ers: <servernane> <hopcount > <i nf o>

The server nessage is used to tell a server that the other end of a
new connection is a server. This nessage is al so used to pass server
data over whole net. Wen a new server is connected to net,

i nformati on about it be broadcast to the whole network. <hopcount>
is used to give all servers sonme internal information on how far away
all servers are. Wth a full server list, it would be possible to
construct a map of the entire server tree, but hostnasks prevent this
from bei ng done

The SERVER nessage nust only be accepted fromeither (a) a connection
which is yet to be registered and is attenpting to register as a
server, or (b) an existing connection to another server, in which
case the SERVER nessage is introducing a new server behind that
server.

Most errors that occur with the recei pt of a SERVER command result in
t he connection being term nated by the destination host (target
SERVER). FError replies are usually sent using the "ERROR' command
rather than the nuneric since the ERROR conmmand has several useful
properties which make it useful here.

If a SERVER nessage is parsed and attenpts to introduce a server
which is already known to the receiving server, the connection from
whi ch that nmessage must be closed (follow ng the correct procedures),
since a duplicate route to a server has forned and the acyclic nature
of the IRC tree broken.
Nureric Repli es:

ERR_ALREADYREG STRED

Exanpl e:
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SERVER test.oulu.fi 1 :[tolsun.oulu.fi] Experinental server
; New server test.oulu.fi introducing
itself and attenpting to register. The
nane in []'s is the hostnanme for the
host running test.oulu.fi.

:tol sun.oulu.fi SERVER csd. bu.edu 5 :BU Central Server
; Server tolsun.oulu.fi is our uplink
for csd. bu.edu which is 5 hops away.

4.1.5 Qper

Command: OPER
Par anet ers: <user> <passwor d>

OPER nessage is used by a normal user to obtain operator privileges.
The conbi nati on of <user> and <password> are required to gain
Qperator privil eges.

If the client sending the OPER command supplies the correct password
for the given user, the server then infornms the rest of the network
of the new operator by issuing a "MODE +0" for the clients nicknane.
The OPER nessage is client-server only.

Nureri c Repli es:

ERR_NEEDMOREPARAMS RPL_YOUREOPER
ERR_NOOPERHCST ERR_PASSWDM SMATCH
Exanpl e:
OPER f o0 bar ; Attenpt to register as an operator
using a usernane of "foo" and "bar" as
t he password.
4.1.6 Quit

Command: QUI T
Paraneters: [<Quit nmessage>]

A client session is ended with a quit nmessage. The server nust close
the connection to a client which sends a QU T nessage. If a "Quit
Message" is given, this will be sent instead of the default nessage

t he ni cknane.

When netsplits (disconnecting of two servers) occur, the quit nessage
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is conposed of the names of two servers involved, separated by a
space. The first nanme is that of the server which is still connected
and the second nane is that of the server that has becone

di sconnect ed.

If, for some other reason, a client connection is closed without the
client issuing a QJT command (e.g. client dies and EOF occurs
on socket), the server is required to fill in the quit message wth
sonme sort of nmessage reflecting the nature of the event which
caused it to happen.

Nuneric Repli es:
None.
Exanpl es:
QUIT : Gone to have | unch ; Preferred nessage fornat.
4.1.7 Server quit nessage

Command: SQUI T
Par aneters: <server> <comment >

The SQUIT nessage is needed to tell about quitting or dead servers.
If a server wishes to break the connection to another server it nust
send a SQU T nessage to the other server, using the the name of the
other server as the server paraneter, which then closes its
connection to the quitting server

This command is al so avail able operators to hel p keep a network of

| RC servers connected in an orderly fashion. Qperators may al so

i ssue an SQUIT nessage for a renote server connection. |In this case,
the SQU T nust be parsed by each server inbetween the operator and
the renote server, updating the view of the network held by each
server as expl ai ned bel ow.

The <comment > shoul d be supplied by all operators who execute a SQU T
for a renote server (that is not connected to the server they are
currently on) so that other operators are aware for the reason of
this action. The <coment> is also filled in by servers which may

pl ace an error or simlar nmessage here.

Both of the servers which are on either side of the connection being
closed are required to to send out a SQU T nessage (to all its other
server connections) for all other servers which are considered to be
behi nd that Iink.
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Simlarly, a QU T nessage nust be sent to the other connected servers
rest of the network on behalf of all clients behind that Iink. In
addition to this, all channel nenmbers of a channel which |ost a
menber due to the split nust be sent a QU T nessage

If a server connection is terninated prematurely (e.g. the server on
the other end of the link died), the server which detects
this disconnection is required to informthe rest of the network
that the connection has closed and fill in the comment field
wi th somet hi ng appropri ate.

Nuneric replies:
ERR_NOPRI VI LEGES ERR_NOSUCHSERVER
Exanpl e:

SQUIT tolsun.oulu.fi :Bad Link ? ; the server link tolson.oulu.fi has
been term nated because of "Bad Link"

cTrillian SQUIT cnR2. eng. und. edu : Server out of contro
; message fromTrillian to di sconnect
"cnR2. eng. und. edu” from the net
because "Server out of control”.

4.2 Channel operations

This group of nessages is concerned with mani pul ati ng channels, their
properties (channel nodes), and their contents (typically clients).
In inplenenting these, a nunber of race conditions are inevitable
when clients at opposing ends of a network send conmands which will
ultimately clash. It is also required that servers keep a ni ckname
history to ensure that wherever a <nick> paraneter is given, the
server check its history in case it has recently been changed.

4.2.1 Join nessage

Conmmand: JO N
Par anet ers: <channel >{, <channel >} [<key>{, <key>}]

The JO N conmand is used by client to start listening a specific
channel . Whether or not a client is allowed to join a channel is
checked only by the server the client is connected to; all other
servers autonatically add the user to the channel when it is received
fromother servers. The conditions which affect this are as foll ows:

1. the user nmust be invited if the channel is invite-only;
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2. the user’s nick/usernane/ host nane nust not natch any
active bans;

3. the correct key (password) must be given if it is set.

These are discussed in nore detail under the MODE command (see
section 4.2.3 for nore details).

Once a user has joined a channel, they receive notice about all
conmmands their server receives which affect the channel. This

i ncl udes MODE, KICK, PART, QU T and of course PRI VMSGE NOTI CE. The
JO N command needs to be broadcast to all servers so that each server
knows where to find the users who are on the channel. This allows
optinmal delivery of PRI VMSGE NOTI CE nessages to the channel.

If a JONis successful, the user is then sent the channel’s topic
(using RPL_TOPIC) and the Iist of users who are on the channel (using
RPL_NAMREPLY), which nust include the user joining.

Nurmeric Repli es:

ERR_NEEDMOREPARANMS ERR_BANNEDFROMCHAN
ERR | NVI TEONLYCHAN ERR_BADCHANNELKEY
ERR_CHANNELI SFULL ERR_BADCHANVMASK
ERR_NOSUCHCHANNEL ERR_TOOVANYCHANNEL S
RPL_TOPI C
Exanpl es:
JA N #f oobar ; join channel #foobar.
JA N &f oo fubar ; join channel &foo using key "fubar".
JO N #f oo, &ar fubar ; join channel #foo using key "fubar"

and &bar using no key.

JA N #f oo, #bar fubar, f oobar ; join channel #foo using key "fubar".

and channel #bar using key "foobar".
JA N #f oo, #bar ; join channel s #foo and #bar.
:WZ JON #Twi | i ght _zone ; JON nessage fromWZ
4.2.2 Part nessage

Command: PART
Par anet ers: <channel >{, <channel >}
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The PART nessage causes the client sending the nmessage to be renoved
fromthe Iist of active users for all given channels listed in the
paraneter string.

Nurmeri c Replies:

ERR_NEEDMOREPARAMS ERR_NOSUCHCHANNEL
ERR _NOTONCHANNEL
Exanpl es:
PART #twilight zone ; leave channel "#tw light_zone"
PART #o0z-ops, &group5 ; |l eave both channels "&group5" and
"#0z-ops".
4.2.3 Mode nessage
Commrand: MODE
The MODE conmand is a dual -purpose command in IRC. It allows both

user nanmes and channel s to have their node changed. The rationale for
this choice is that one day nicknames will be obsolete and the
equi val ent property will be the channel

When parsing MODE nessages, it is recommended that the entire nessage
be parsed first and then the changes which resulted then passed on

4.2.3.1 Channel npdes

Paraneters: <channel > {[+|-]]|o|p|s|i|t|n|blv} [<linmt>] [<user>]
[ <ban mask>]

The MODE conmand is provided so that channel operators may change the

characteristics of “their’ channel. It is also required that servers
be able to change channel nobdes so that channel operators nmay be
creat ed.

The vari ous nodes avail able for channels are as foll ows:

- givel/take channel operator privileges;

- private channel flag;

- secret channel flag;

invite-only channel flag;

- topic settable by channel operator only flag;

- no nmessages to channel fromclients on the outside;
- noder at ed channel

- set the user limt to channel

—3s~—~—wwoo
1
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b - set a ban nmask to keep users out;
v - give/take the ability to speak on a noderated channel;
k - set a channel key (password).

When using the "o’ and 'b’ options, a restriction on a total of three
per node conmand has been inposed. That is, any conbination of 'o
and

4.2.3.2 User nodes
Par anmet ers: <ni ckname> {[+|-]|i|W s]| o}

The user MODEs are typically changes which affect either how the
client is seen by others or what 'extra nessages the client is sent.
A user MODE conmand may only be accepted if both the sender of the
message and the ni ckname given as a paraneter are both the sane.

The avail abl e nodes are as foll ows:

- marks a users as invisible;

- marks a user for receipt of server notices;
user receives wall ops;

- operator flag.

oswn~—

Addi tional npdes may be available |ater on.

If a user attenpts to make thensel ves an operator using the "+o0"
flag, the attenpt should be ignored. There is no restriction,
however, on anyone ‘deopping’ thenselves (using "-0"). Numeric

Repli es:
ERR _NEEDMOREPARAMS RPL_ CHANNEL MCDEI S
ERR_CHANOPRI VSNEEDED ERR_NOSUCHNI CK
ERR_NOTONCHANNEL ERR_KEYSET
RPL_BANLI ST RPL_ENDOFBANLI ST
ERR_UNKNOANMODE ERR_NOSUCHCHANNEL
ERR_USERSDONTMATCH RPL_UMODEI S

ERR_UMODEUNKNOWNFLAG
Exanpl es:
Use of Channel Modes:

MODE #Fi nni sh +im ;. Makes #Fi nni sh channel noderated and
invite-only’.

MODE #Fi nni sh +o0 Kilroy ; G ves 'chanop’ privileges to Kilroy on
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channel #Fi nni sh.

MODE #Fi nni sh +v Wz ; Allow WZ to speak on #Finni sh.

MODE #Fins -s ; Renpves 'secret’ flag from channel
#Fi ns.

MODE #42 +k oul u ; Set the channel key to "oul u".

MODE #eu-opers +l 10 ; Set the limt for the nunber of users
on channel to 10.

MODE &oul u +b ; list ban masks set for channel.

MODE &oulu +b *!1*@ ; prevent all users fromjoining.

MODE &oulu +b *!*@. edu ; prevent any user from a hostname

mat chi ng *.edu fromj oi ni ng.

Use of user Modes:

:MODE WZ -w ; turns reception of WALLOPS nessages
off for WZ.

: Angel MODE Angel +i ; Message from Angel to nake thensel ves
i nvi si bl e.

MODE WZ -0 ; WZ 'deopping’ (renoving operator

status). The plain reverse of this
command ("MODE WZ +0") nust not be
al | owed from users since would bypass
t he OPER commrand.

4.2.4 Topic nmessage

Command: TOPI C
Par anet ers: <channel > [ <t opi ¢>]

The TOPI C nessage is used to change or view the topic of a channel.
The topic for channel <channel> is returned if there is no <topic>
given. |If the <topic> paraneter is present, the topic for that
channel will be changed, if the channel nodes pernit this action.

Nurmeric Repli es:
ERR_NEEDMOREPARANS ERR_NOTONCHANNEL

RPL_NOTOPI C RPL_TOPI C
ERR_CHANGOPRI VSNEEDED
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Exanpl es:

"Wz TOPIC #test :New topic ; User Wz setting the topic

TOPI C #test :another topic ; set the topic on #test to "anot her
topic".

TOPI C #t est ; check the topic for #test.

4.2.5 Nanes nessage

Command: NAMES
Par anet ers: [ <channel >{, <channel >}]

By using the NAMES conmand, a user can list all nicknanmes that are
visible to themon any channel that they can see. Channel nanes

whi ch they can see are those which aren’t private (+p) or secret (+s)
or those which they are actually on. The <channel > paraneter

speci fies which channel (s) to return information about if valid.
There is no error reply for bad channel nanes.

If no <channel > paranmeter is given, a list of all channels and their
occupants is returned. At the end of this list, a list of users who
are visible but either not on any channel or not on a visible channel

are listed as being on ‘channel’™ "*".

Nureri cs:

RPL_NAMREPLY RPL_ ENDOFNAMES

Exanpl es:

NAMES #twi | ight_zone, #42 ; list visible users on #twilight_zone
and #42 if the channels are visible to
you.

NAMES ; list all visible channels and users

4.2.6 List nessage

Command: LI ST
Par anet ers: [<channel >{, <channel >} [<server>]]

The list nessage is used to list channels and their topics. If the
<channel > paraneter is wused, only the status of that channe
is displayed. Private channels are listed (without their
topics) as channel "Prv" unless the client generating the query is
actually on that channel. Likew se, secret channels are not |isted
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at all wunless the client is a nenber of the channel in question.

Nureri c Repli es:

ERR_NOSUCHSERVER RPL_LI STSTART
RPL_LI ST RPL_LI STEND
Exanpl es:
LI ST ; List all channels.
LI ST #twilight zone, #42 ; List channels #twilight zone and #42

4.2.7 Invite nessage

Conmmand: | NVI TE
Par anet ers: <ni cknane> <channel >

The I NVI TE nessage is used to invite users to a channel. The

par anet er <ni ckname> is the nickname of the person to be invited to
the target channel <channel>. There is no requirenent that the
channel the target user is being invited to nust exist or be a valid
channel. To invite a user to a channel which is invite only (MODE
+i), the client sending the invite nust be recognised as being a
channel operator on the given channel

Nureri c Repli es:

ERR_NEEDMOREPARANS ERR_NGOSUCHNI CK
ERR_NOTONCHANNEL ERR_USERONCHANNEL
ERR_CHANOPRI VSNEEDED
RPL_I NVI TI NG RPL_AWAY

Exanpl es:

:Angel |INVITE Wz #Dust ; User Angel inviting WZ to channe

#Dust
INVITE Wz #Twi | i ght_Zone ; Conmmand to invite WZ to

#Twi | i ght _zone
4,.2.8 Kick command

Command: Kl CK
Par anmet ers: <channel > <user> [ <coment >]

The KICK conmand can be wused to forcibly renove a wuser from a
channel . It 'kicks them out’ of the channel (forced PART).
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Only a channel operator may kick another user out of a channel
Each server that receives a KICK nessage checks that it is valid
(ie the sender is actually a channel operator) before renoving
the victim from the channel

Nuneric Repli es:

ERR _NEED